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SECTION 1 - Policy on Online Safety 

 

1.1 Policy Aims 
 
The purpose of the Guiseley School online safety policy is to:  
  

• Safeguard and protect all members of Guiseley School community online.   

• Identify approaches to educate and raise awareness of online safety throughout the 
community.   

• Enable all staff to work safely and responsibly, to role model positive behaviour 
online and to manage professional standards and practice when using technology.    

• Identify clear procedures to use when responding to online safety concerns 
 
Guiseley School recognises that the issues classified within online safety are considerable, 
but can be broadly categorised into four areas of risk:   
 

• Content: being exposed to illegal, inappropriate or harmful material 

• Contact: being subjected to harmful online interaction with other users  

• Conduct: personal online behaviour that increases the likelihood of, or causes, 
harm.   

• Commerce: risks around financial safety online 
 
This policy reflects guidance issued through the DfE statutory guidance “Keeping Children 
Safe in Education” 2021   
 
 

1.2 Policy Scope   
 
At Guiseley School we want to ensure that all members of our community are safe and 
responsible users of technology. We recognise the educational and social value of 
technology used in a responsible and positive way. We also recognise our responsibility to 
support young people and staff to manage risks when using technology.    
 
Information and Communications Technology covers a wide range of resources, including 
web-based and mobile learning. It is also important to recognise the constant and fast-
paced evolution of ICT within our society as a whole. Currently the internet technologies 
children and young people are using both inside and outside of the classroom include:   
   
• Websites   

• E-mail, Instant Messaging and chat rooms   

• Social Media, including Facebook and Twitter   

• Microsoft Teams  

• Mobile/ Smart phones with text, video and/ or web functionality   

• Making /receiving phone calls via their mobile phones   

• Other mobile devices with web functionality   

• Gaming, especially online   

• Learning Platforms and Virtual Learning Environments   

https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
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• Blogs and Wikis   

• Podcasting   

• Video Broadcasting   

• Music Downloading   
   
This online safety policy recognises the commitment of our school to e-safety and 
acknowledges its part in the school’s overall Safeguarding policies and procedures. It 
shows our commitment to meeting the requirement to keep students safe when using 
technology. We believe the whole school community can benefit from the opportunities 
provided by the Internet and other technologies used in everyday life.  
 
The e-safety policy supports this by identifying the risks and the steps we are taking to 
avoid them. It shows our commitment to developing a set of safe and responsible 
behaviours that will enable us to reduce the risks, whilst continuing to benefit from the 
opportunities.   
 
 
1.3 Links with other policies and practices  
   
This policy links with a number of other policies including:    
 
• Acceptable Use Policies (AUP)    

• Behaviour & Discipline policy   

• Child protection policy   

• Curriculum policies, such as: Computing, Personal Social and Health Education (PSHE), 
Citizenship and Sex and Relationships Education (SRE)   

• GDPR Policy 

• Photographic consent   
 
 
1.4 Monitoring and Review   
 
Guiseley School will regularly review this policy and revise it in line with any national or 
local policy requirements, any child protection concerns or any changes to the technical 
infrastructure.   
 
We will ensure that we regularly monitor internet use and evaluate online safety 
mechanisms to ensure that this policy is consistently applied.    
 
To ensure oversight of online safety, the Headteacher will be informed of online safety 
concerns, involving staff, and the Designated Safeguarding team will be informed of 
incidents involving students as appropriate.    
 
The named Governor for safeguarding will report on a regular basis to the governing body 
on online safety incidents, including outcomes. Any issues identified will be incorporated 
into the school’s action planning.   
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SECTION 2 – Roles and Responsibilities 
 
We believe that e-safety is the responsibility of the whole school community and that 
everyone has their part to play in ensuring all members of the community are able to 
benefit from the opportunities that technology provides for learning and teaching. The 
following responsibilities demonstrate how each member of the community will contribute.   
    
 
2.1 The Senior Leadership Team will:   
 
• Ensure liaison with the Governors about e-safety   

• Develop and promote an e-safety culture within the school community   

• Ensure that online safety is viewed as a safeguarding issue and that practice is in line 
with national and local recommendations and requirements   
• Ensure all members of school staff are aware of the contents of the school’s Online 
Safety Policy and the use of any new technology within school   

• Ensure all staff, students, occasional and external users of our school ICT equipment are 
issued with the relevant Acceptable Use Policy and that new staff have e-safety included 
as part of their induction procedures   

• Ensure that E-safety will be taught as part of the curriculum in an age-appropriate way to 
all students   

• Make this Online Safety Policy available to all parents, carers and others via the school 
website   

• Ensure that suitable and appropriate filtering and monitoring systems are in place.    

• Work with technical staff to monitor the safety and security of school systems and 
networks    

• Ensure adequate technical support is in place to maintain a secure ICT system   

• Receive and regularly review e-safety incident logs; ensure that the correct procedures 
are followed should an e-safety incident occur in school and review incidents to see if 
further action is required   

• The Headteacher will take ultimate responsibility for the e-safety of the school community   
 
   
2.2 Responsibilities of E-Safety Leader (ICT Services Leader):   
 
• Promote an awareness and commitment to e-safety throughout the school   

• Take day to day responsibility for e-safety within the school   

• Lead technical staff on e-safety issues   

• Create and maintain e-safety policies   

• Develop an understanding of current e-safety issues, guidance and appropriate 
legislation   

• Ensure delivery of an appropriate level of training on e-safety issues   

• Support in promoting e-safety to parents and carers, in conjunction with curriculum and 
wellbeing staff   

• Ensure that staff and students know the procedure to follow should they encounter any 
material or communication that makes them feel uncomfortable and how to report an         
e-safety incident   
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• To promote the positive use of modern technologies and the Internet   

• To ensure that the school e-safety policy is reviewed   
   
 
2.3 Responsibilities of all Staff:   
 
• Read, understand, adhere to and help promote the school’s e-safety policies and 
guidance   

• Take responsibility for the security of school systems and the data they use, or have 
access to   

• Develop and maintain an awareness of current e-safety issues, legislation and guidance 
relevant to their work   

• Maintain a professional level of conduct in their personal use of technology at all times   

• Ensure that all digital communication with students is on a professional level and only 
through school-based systems, NEVER through personal email, text, mobile phone, social 
network or other online medium   

• Embed e-safety messages in learning activities where appropriate   

• Identify online safety concerns and take appropriate action by following the school’s 
safeguarding policies and procedures   

• Supervise students carefully when engaged in learning activities involving technology, 
including active monitoring of Impero in classrooms where IT is being used   

• Ensure that students are told what to do should they encounter any material or receive a 
communication which makes them feel uncomfortable through the delivery of PSHE 
content 

• Report all e-safety incidents that occur through the most appropriate channel and in line 
with this policy 

 

 

2.4 Responsibilities of Technical Staff: 
 
• Provide technical support and perspective to the Senior Leadership Team, especially in 
the development and implementation of appropriate online safety policies and procedures   

• Implement appropriate security measures (including password policies and encryption) to 
ensure that the school’s IT infrastructure/system is secure and not open to misuse or 
malicious attack, whilst allowing learning opportunities to be maximised   

• Ensure appropriate filtering and monitoring systems are in place and that these are kept 
up to date   

• Ensure that the school’s filtering policy is applied and updated on a regular basis; 
responsibility for its implementation is shared with the leadership team   

• Report any filtering breaches to the Senior Leadership Team, as well as, the school’s 
Internet Service Provider or other services, as appropriate   

• Ensure monitoring of e-safety systems such as Impero as part of daily routines, to ensure 
any missed captures from pupil accounts and any captures from staff accounts are 
actioned. 

• Ensure that provision exists for misuse detection and malicious attack   

• Report any e-safety-related issues that come to their attention to the e-safety lead   
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• Ensure that procedures are in place for new starters and leavers to be correctly added to, 
and removed from, all relevant electronic systems, including password management   

• Ensure that suitable access arrangements are in place for any external users of the 
school’s ICT equipment   

 
 
2.5 Responsibilities of Students:   
 
• Take responsibility for their own and each other’s safe and responsible use of technology 
wherever it is being used, including judging the risks posed. 
• Ensure they respect the feelings of other students   

• Ensure they respect the rights of other students   

• Ensure they respect the values of others in their use of technology in school and at home   

• Understand what action should be taken if they feel worried, uncomfortable, vulnerable or 
at risk whilst using technology, or if they know of someone to whom this is happening   

• Report all e-safety incidents to appropriate members of staff   

• Discuss e-safety issues with family and friends in an open and honest way   

• To know, understand and follow school policies on the use of mobile phones, digital 
cameras and handheld devices   

• To know, understand and follow school policies regarding bullying (including cyber-
bullying)   

• Students will support the school approach to online safety and not deliberately post 
comments or upload any images, sounds or text that could upset or offend any member of 
the school community or bring the school into disrepute. 

 
 

2.6 Responsibilities of Parents & Carers:   
 
• Help and support the school in promoting e-safety   

• Read the school Acceptable Use Policy and encourage their children to adhere to it.    

• Discuss e-safety concerns with their children, show an interest in how they are using 
technology, and encourage them to behave safely and responsibly when using technology.   

• Consult with the school if they have any concerns about their child’s use of technology. 

• Parents and carers will support the school approach to online safety and not deliberately 
post comments or upload any images, sounds or text that could upset or offend any 
member of the school community or bring the school into disrepute   

• To report concerns to the e-safety lead   

• Seek help and support from the school, or other appropriate agencies, if they or their 
child encounter risk or concerns online   

• Contribute to the development of the school online safety policies   

• Use school systems, such as learning platforms, and other network resources, and social 
media channels in a safe and appropriate way   

• Take responsibility for their own awareness in relation to the risks and opportunities 
posed by new and emerging technologies. 

 

2.7 Responsibilities of the Governing Body:   
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• Read, understand, contribute to and help promote the school’s Online Safety policies and 
guidance, as part of the school’s overarching Safeguarding procedures   

• Support the work of the school in promoting and ensuring safe and responsible use of 
technology in and out of school, including encouraging parents to become engaged in e-
safety awareness   

• To have an overview of how the school IT infrastructure provides safe access to the 
Internet and the steps the school takes to protect personal and sensitive data   

• Ensure appropriate funding and resources are available for the school to implement their 
e-safety strategy. 
 

 

2.8 Responsibilities of Child Protection Officers:   
 
• Act as a named point of contact on all online safeguarding issues and liaise with other 
members of staff or other agencies, as appropriate   

• Keep up-to-date with current research, legislation and trends regarding online safety and 
communicate this with the school community, as appropriate   

• Understand and raise awareness of the issues and risks surrounding the sharing of 
personal or sensitive information   

• Be aware of and understand the risks to young people from online activities, such as 
grooming for sexual exploitation, sexting, cyber bullying and others   

• Raise awareness of the particular issues which may arise for vulnerable students in the 
school’s approach to e-safety, ensuring that staff know the correct child protection 
procedures to follow   

• Respond appropriately to concerns raised by the monitoring systems in relation to 
safeguarding   

• Ensure that online safety is promoted to parents, carers and the wider community, 
through a variety of channels and approaches   

• Maintain records of online safety concerns, as well as actions taken, as part of the 
schools safeguarding recording mechanisms   

• Monitor online safety incidents to identify gaps and trends, and use this data to update 
the education response, policies and procedures   

• Report online safety concerns, as appropriate, to the Senior Leadership Team and 
Governing Body   
 

 

SECTION 3: Awareness and engagement with parents and carers 
 
Guiseley School recognises that parents and carers have an essential role to play in 
enabling children to become safe and responsible users of the internet and associated 
technologies. 

The school will build a partnership approach to online safety with parents and carers by:  
  

• Providing information and guidance on online safety in a variety of formats. This will 
include offering specific online safety awareness training and highlighting online safety 
at other events such as parents’ evenings and transition events   
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• Drawing their attention to the school online safety policy and expectations in 
newsletters, letters, and on our website   

• Requesting that they read online safety information as part of joining our school, for 
example, within our home school agreement  

• Requiring them to read the school AUP and discuss its implications with their children  
 
 

  

SECTION 4: Access to School Systems 

  

The school decides which users should and should not have Internet access, the 
appropriate level of access and the level of supervision they should receive. There are 
robust systems in place for managing network accounts and passwords, including 
safeguarding administrator passwords.    
   
Suitable arrangements are in place for regular visitors, governors and temporary staff, who 
may be granted a temporary login. In addition, there is access to guest Wi-Fi which may be 
granted to visitors. These are all covered by the relevant Acceptable Use Agreements.   
   
All users are provided with a login appropriate to their key stage or role in school. Students 
are taught about safe practice in the use of their login and passwords.   
   
Access to personal, private or sensitive information and data is restricted to authorised 
users only, with proper procedures being followed for authorising and protecting login and 
password information.   

 
4.1 Passwords 
 
• We ensure that a secure and robust username and password convention exists for all 
system access (email, network access, etc.)   

• We provide all staff with a unique, individually named user account and password for 
access to IT equipment, email and information systems available within school   

• All students have a unique, individually named user account and password for access to 
IT equipment and information systems available within school   

• All staff and students have responsibility for the security of their usernames and 
passwords and are informed that they must not allow other users to access the systems 
using their login details. They must immediately report any suspicion or evidence that there 
has been a breach of security. Users should be aware that ICT Services will never request 
their password.   
• The school maintains a log of all access by users and of their activities, while also using 
the system in order to track any e-safety incidents. Shared devices are signed  

 

• Passwords should be difficult to guess and should meet the following guidance:  
 

• Minimum of 8 characters 

• At least 1 number and special character (e.g. punctuation)  

• Contain a mix of uppercase and lowercase characters  

• You must not reuse an old password   
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4.2 Using the Internet   
 
We provide the Internet to:   

• Support curriculum development in all subjects   

• Support the professional work of staff as an essential professional tool   

• Enhance the school’s management information and business administration 
systems   

• Enable electronic communication and the exchange of curriculum and 
administration data with the examination boards and others   

 
Users are made aware that they must take responsibility for their use of, and their 
behaviour whilst using, the school IT systems or a school provided laptop or device and 
that such activity can be monitored and checked.   
   
 
4.3 Using Email and Microsoft Teams 
 
Email and Teams are regarded as an essential means of communication and the school 
provides all members of the school community with an e-mail and Teams account for 
school-based communication. Communication by email between staff, students and 
parents will only be made using the school email account and should be professional and 
related to school matters only. E-mail messages on school business should be regarded 
as having been sent on headed notepaper and reflect a suitable tone and content and 
should ensure that the good name of the school is maintained.   
 
Access to school email systems will always take place in accordance with data protection 
legislation and in line with other school policies, including: Confidentiality, AUPs and Code 
of conduct.  All email activity is recorded in line with data protection laws. The school is 
able to view these records in situations where this is called upon.   
   

• The forwarding of any chain messages/emails is not permitted. Spam or junk mail 
will be blocked and reported to the email provider.   

• Any electronic communication which contains sensitive or personal information will 
only be sent using secure and encrypted email.    

• School email addresses and other official contact details will not be used for setting 
up personal social media accounts.    

• Members of the school community will immediately report to a designated member 
of staff if they receive offensive communication, and this will be recorded in the 
school safeguarding files/records: 

o For staff and volunteers, contact the ICT Services team, unless the email 
raises a safeguarding issue, in which case contact a Designated 
Safeguarding team member. 

o For pupils, notify a teacher who will determine the action to be taken. It is that 
teacher’s responsibility to pass the matter on to ICT Services and/or 
Designated Safeguarding team using the criteria above. 

   
It is the personal responsibility of the email account holder to keep their password secure.   
   
We require all students who use the Internet and email at Guiseley School to follow the 
school’s ICT Acceptable Use Policy. This includes being responsible for:   
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• Their own username and password and not sharing this with others   

• Their behaviour and communication when using the network   

• Reporting any unpleasant messages or materials sent to them   
 
School will set clear guidelines about when student-staff communication via email is 
acceptable.   
 
Under no circumstances will staff contact students, parents or conduct any school 
business using a personal email address or mobile phone.  
  

Responsible use of personal web mail accounts on school systems is permitted for staff 
only outside of teaching periods.   
   
Users should never open attachments from an untrusted source and any unexpected or 
suspicious emails should be reported immediately to the ICT Services team  
   
 

SECTION 5 – Publishing Content Online 

  

5.1 School Website   
 
The school maintains editorial responsibility for any school-initiated website or publishing 
online to ensure that the content is accurate and the quality of presentation is maintained. 
The school maintains the integrity of the school website, by ensuring that responsibility for 
uploading material is always moderated and that passwords are protected.   
   
The point of contact on the website is the school address, e-mail and telephone number.   
   
Identities of students are protected at all times. Parents have the option to opt out, so that 
pictures of individual students are not published on the website. Group photographs do not 
have student surnames attached.   
 
 
5.2 Online Material Published Outside the School   
 
Staff and students are encouraged to adopt similar safe and responsible behaviours in 
their personal use of blogs, wikis, social networking sites and other online publishing 
outside school as they are in school.   
   
Material published by students, governors and staff in a social context which is considered 
to bring the school into disrepute or considered harmful to, or harassment of, another 
student or member of the school community will be considered a breach of school 
discipline and treated accordingly.   
 
 

5.3 Using Images, Video & Sound   
 
We recognise that many aspects of the curriculum can be enhanced by the use of multi-
media and that there are now a wide and growing range of devices on which this can be 
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accomplished. Students are taught safe and responsible behaviour when creating, using 
and storing digital images, video and sound.   
   
Digital images, video and sound recordings are only taken with the permission of 
participants and their parents; images and video are of appropriate activities and are only 
taken of students wearing appropriate dress. We ask all parents/carers and/or the students 
for consent to use the photographs and video of their children to be used (in publications 
and on websites). If a parent/carer subsequently withdraws consent for photo use, we will 
contact them to ask what material they wish to be removed (if any) from school 
publications. 
   
For their own protection, staff or other visitors to school are directed not to use a personal 
device (mobile phone, digital camera or digital video recorder) to take photographs of 
students. In the event that this is necessary, it will be with the permission of a member of 
the Senior Leadership Team and all photos and/or video must be unloaded onto the 
school system and deleted off the device at the earliest opportunity.   
   
We are happy for parents to take photographs at school events, but will make them aware 
that they are for personal use only and if they have taken photographs of children other 
than their own, they should not be uploaded to social media sites and can be only used for 
their personal use.   
 
 
5.4 Social Media Expectations   
 
• The expectations regarding safe and responsible use of social media applies to all 
members of Guiseley School community, including but not limited to, staff, students, 
parents, carers, governors, volunteers, extended family members   
• The term social media may include (but is not limited to): blogs; wikis; social networking 
sites; forums; bulletin boards; online gaming; apps; video/photo sharing sites; chatrooms 
and instant messenger   
• All members of Guiseley School community are expected to engage in social media in a 
positive, safe and responsible manner, at all times   
• All members of Guiseley School community are advised not to publish specific and 
detailed private thoughts, concerns, pictures or messages on any social media services, 
especially content that may be considered threatening, hurtful or defamatory to others   
• The school will control student and staff access to social media whilst using school 
provided devices and systems on site   
• The use of social media during school hours for personal use is not permitted    
• Concerns regarding the online conduct of any member of Guiseley School community on 
social media, should be reported to the school and will be managed in accordance with our 
Behaviour Policy, Whistleblowing and Child Protection policies   
 
 
5.5 Staff Personal Use of Social Media  
  
• The safe and responsible use of social networking, social media and personal publishing 
sites will be discussed with all members of staff as part of staff induction and will be 
revisited and communicated via regular staff training opportunities   
• Safe and professional behaviour will be outlined for all members of staff (including 
volunteers) as part of the school Code of conduct within the AUP   
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• All members of staff are advised that their online conduct on social media can have an 
impact on their role and reputation within school. Civil, legal or disciplinary action may be 
taken if they are found to bring the profession or institution into disrepute, or if something is 
felt to have undermined confidence in their professional abilities. 
 
All members of staff are advised to safeguard themselves and their privacy when using 
social media sites. Advice will be provided to staff via staff training and by sharing 
appropriate guidance and resources on a regular basis. This will include (but is not limited 
to):   

• Setting the privacy levels of their personal sites as strictly as they can   

• Being aware of location sharing services   

• Opting out of public listings on social networking sites   

• Logging out of accounts after use   

• Keeping passwords safe and confidential   

• Ensuring staff do not represent their personal views as that of the school   
 

• Members of staff are encouraged not to identify themselves as employees of Guiseley 
School on their personal social networking accounts.  This is to prevent information on 
these sites from being linked with the school and also to safeguard the privacy of staff 
members   
• All members of staff are encouraged to carefully consider the information, including text 
and images, they share and post online and to ensure that their social media use is 
compatible with their professional role and is in accordance with school’s policies and the 
wider professional and legal framework   
• Information and content that staff members have access to as part of their employment, 
including photos and personal information about students and their family members or 
colleagues will not be shared or discussed on social media sites   
• Members of staff will notify the Leadership Team immediately if they consider that any 
content shared on social media sites conflicts with their role in the school   
• All members of staff are advised not to communicate with or add as ‘friends’ any current 
or past students or current or past students’ family members via any personal social media 
sites, applications or profiles   
• Any pre-existing relationships or exceptions that may compromise this will be discussed 
with Designated Safeguarding Lead and/or the Headteacher   
• Any communication from students and parents received on personal social media 
accounts will be reported to the schools Designated Safeguarding Lead   
 
 
5.6 Students’ Personal Use of Social Media   
 
• Safe and appropriate use of social media will be taught to students as part of an 
embedded and progressive education approach, via age appropriate sites and resources   

• The school is aware that many popular social media sites state that they are not for 
children under the age of 13, and as such school will reinforce this message   

• Any concerns regarding students’ use of social media, both at home and at school, will 
be dealt with in accordance with existing school policies including anti-bullying and 
behaviour.  Concerns will also be raised with parents/carers as appropriate, particularly 
when concerning underage use of social media sites or tools.   
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Students will be advised:   
 

• To consider the benefits and risks of sharing personal details on social media sites 
which could identify them and/or their location. Examples would include real/full 
name, address, mobile or landline phone numbers, school attended, other social 
media contact details, email addresses, full names of friends/family, specific 
interests and clubs   

• To only approve and invite known friends on social media sites and to deny access 
to others by making profiles private/protected   

• Not to meet any online friends without a parent/carer or other responsible adult’s 
permission and only when a trusted adult is present   

• To use safe passwords   

• To use social media sites which are appropriate for their age and abilities  

• How to block and report unwanted communications and report concerns both within 
school and externally   

 
5.7 Official Use of Social Media   
 
• Guiseley School may now or in the future make use of official social media channels.  
Examples of such channels are Twitter, Facebook, Snapchat and any other relevant 
applications identified in the future   

• The official use of social media sites, by the school, only takes place with clear 
educational or community engagement objectives, with specific intended outcomes   

• The official use of social media as a communication tool has been formally risk assessed 
and approved by the Headteacher and Senior Leadership Team   

• Designated staff have access to account information and login details for the social 
media channels, in case of emergency, such as staff absence   

• Official school social media channels have been set up as distinct and dedicated social 
media sites or accounts for educational or engagement purposes only   

• Public communications on behalf of the school will be closely monitored and quality 
assured 
• Official social media use will be conducted in line with existing policies, including: 
Photographic Consent, Data protection, Confidentiality and Child protection   

• All communication on official social media platforms will be clear, transparent and open to 
scrutiny   

• The school reserves the right to remove any comments it feels adversely affect the 
reputation of the school or any members of the school community.  It further reserves the 
right to block users who continually use any social media channels in a way which 
damages the reputation of the school and / or causes offence or distress to any member of 
the school community   

• Any complaints relating to school will be dealt with under the Complaints Policy and not 
by way of social media commentary.  Members of the school community will be advised 
that the use of social media is not the correct vehicle to express complaints or issues 
surrounding any aspect of the school.   

• Parents, carers and students will be informed of any official social media use, along with 
expectations for safe use and action taken to safeguard the community   
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• Parents and carers will be informed of any official social media use with students and 
written parental consent will be obtained, as required.   

• The school will ensure that any official social media use does not exclude members of 
the community who are unable or unwilling to use social media channels.    
 
 
5.8 Staff expectations  
 
If members of staff are participating in online social media activity as part of their capacity 
as an employee of the school, they will:   
 

• Sign the school’s Acceptable Use Policy which includes guidelines on social media 
use   

• Be professional at all times and aware that they are an ambassador for the school  

• Disclose their official role and/or position, but make it clear that they do not 
necessarily speak on behalf of the school   

• Be responsible, credible, fair and honest at all times and consider how the 
information being published could be perceived or shared   

• Always act within the legal frameworks they would adhere to within the workplace, 
including: Libel, Defamation, Confidentiality, Copyright, Data protection and 
Equalities laws  

• Ensure that they have appropriate written consent before posting images on the 
official social media channel   

• Not disclose information, make commitments or engage in activities on behalf of the 
school unless they are authorised to do so   

• Not engage with any direct or private messaging with current, or past, students, 
parents and carers    

• Inform their line manager, the Designated Safeguarding Lead and/or the 
Headteacher of any concerns, such as criticism, inappropriate content or contact 
from students 

 
 

5.9 Using Other Technologies   
 
As a school, we will keep abreast of new technologies and evaluate both the benefits for 
learning and teaching and also the risks from an e-safety point of view.   
   
We will regularly review the e-safety policy to reflect any new technology that we use, or to 
reflect the use of new technology by students.   
   
Staff or students using a technology not specifically mentioned in this policy, or a personal 
device whether connected to the school network or not, will be expected to adhere to 
similar standards of behaviour to those outlined in this document.   
  
 
SECTION 6 - Dealing with e-Safety Incidents   
 
In situations where a member of staff is made aware of a serious e-safety incident 
concerning students or staff, they will inform the e-safety Lead, Child Protection Officer, 
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their line manager or the Headteacher, who will then respond in the most appropriate 
manner.   
   
Instances of cyberbullying will be taken very seriously by the school and dealt with using 
the school’s anti-bullying procedures. School recognises that staff as well as students may 
be victims and will take appropriate action in either situation, including instigating 
restorative practices to support the victim.   
   
Incidents which create a risk to the security of the school network, or create an information 
security risk, will be referred to the school’s e-safety Lead and technical support and 
appropriate advice sought and action taken to minimise the risk and prevent further 
instances occurring, including reviewing any policies, procedures or guidance. If the action 
breaches school policy, then appropriate sanctions will be applied. The school will decide if 
parents need to be informed if there is a risk that student data has been lost.   
 
School reserves the right to monitor equipment on their premises and to search any 
technology equipment, including personal equipment with permission, when a breach of 
this policy, the Child Protection Policy or the Behaviour Policy is suspected.   
 
 
 
SECTION 7 - Dealing with Complaints and Breaches of Conduct by Students  
  
 
• Any complaints or breaches of conduct will be dealt with promptly   

• Responsibility for handling serious incidents will be given to a member of the senior 
leadership team or safeguarding staff 

• Parents and the student will work in partnership with staff to resolve any issues arising   

• Restorative practice will be used to support the victims   

• There may be occasions when the police must be contacted.  Early contact will be made 
to establish the legal position and discuss strategies   
 
   
The following activities constitute behaviour which we would always consider unacceptable 
(and possibly illegal);   
   
• Accessing inappropriate or illegal content deliberately   

• Deliberately accessing downloading and disseminating any material deemed offensive, 
obscene, defamatory, racist, homophobic or violent   

• Continuing to send or post material regarded as harassment, or of a bullying nature after 
being warned   

• Staff using digital communications to communicate with students in an inappropriate 
manner (for instance, using personal email accounts, personal mobile phones, or 
inappropriate communication via social networking sites)   
 
The following activities would normally be unacceptable: 
 
• Accessing social networking sites, chat sites, instant messaging accounts, email or using 
a mobile phone for personal use during lesson time   
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• Accessing non-educational websites (e.g. Gaming or shopping websites) during lesson 
time   
• Sharing a username and password with others or allowing another person to login using 
your account   
• Accessing school ICT systems with someone else’s username and password   
• Deliberately opening, altering, deleting or otherwise accessing files or data belonging to 
someone else   
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